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HACKERS, CRACKERS, BOTS,
MALWARE AND PHISHERS, OH MY!
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It’s a great to be in Sacramento today, but uh, do
you know where your data is right now?




It’s all about data, your data

= The confidentiality
" The integrity

* The availability




It’s hard to protect that which we have no
idea as to its whereabouts




So, where is our data today?




On any device...




Any place...




Any time...
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Your apps
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State Agency Data
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Today, it’s about mobility...

= |n the past few years we
shifted our lives to the PC
and the Internet

= Now, it’s all about being
mobile

= APCinyour pocket

= California’s mobile work
force is growing and
expanding globally




Sleeper Agent
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Remember when...

Security meant having someone who could set a rule
on a firewall

The security officer was at the desk in the lobby
Browsing was something you did at a Mall
Podcasting was throwing peas into the wind
Intrusion prevention was locking your front door

Identity theft was handing in someone else’s
homework

Data loss was forgetting where you put your car keys
Those days are gone...



“The future ain’t what
it used to be.”

The Wit and Wisdom of

Yogi Berra

PHIL PEPE




What are we going what are we doing?




Cisco Wikis
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Cisco Blogs
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Cisco on Twitter

Home Profile Find People Settings Help Sign out
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CA on Twitter
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Guess who this is...

) ‘qmyspace‘@

a place for friends




Yup, Generation Y is on the network — Like
it or not, they're here to stay




So, where are we going and what are we
doing once we get there?




There is a human element to all of
this, an element that is more often
than not, overlooked...




It’s no longer just close relationships

= State employees,
are going places
they’ve never gone
before and are
touching
technology daily

= That which they are
touching is touching
Agency networks as
well




With Web 2.0

= A new breed of malware is
evolving

" Google Mashups, RSS
feeds, search, all of these
can be misused by hackers
to distribute malware, | .
attack Web surfers and n R g
communicate with botnets ™




What are the Risks with Web 2.0?

Social networking is the norm today

It marks the global trend of seeking friendships or
relationships online

Gradually getting into business life, where
networks are used for boosting interactions with
customers, banks, brokers and others

Enhancing communication with colleagues, as well
as being a platform for promotion of services and
promotions



Risk —it's everywhere

* And no one knows that better than IT security
professionals

= Disgruntled employees, fired employees, clueless
employees who succumb to social engineering,
passwords left on Post-it notes, wide-open instant
messaging and increasingly powerful hacker tools
in the hands of teenagers, Web Mobs and
Organized Crime targeting Social Media sites



http://i.techrepublic.com.com/blogs/risk.jpg

Objective?

= The key objective, of course, is to recognize risk,
safeguard your reputation and not reveal sensitive
or confidential information that may prove
harmful to the business

It’s Gone Forever!
& |




So, what do we have to do?

= Create a Human Firewall




The Human Firewall — an invaluable tool

= A good human firewall employee is one who filters
good security practices and rejects any others—
much like a network firewall only allows
authorized traffic and rejects any other

* The only way to build a good human firewall is to
raise people’s awareness; to teach them good
habits, to make them recognize bad practices and
change them into good practices

= Your cyber security is only as good as the people
who manage and those who use it



So Patrick, why do we really need that Human
Firewall?




Because, ‘Friend’ has become a verb

* Social media users believe there is protection in
being part of a community of people they know

= Criminals are happy to prove this notion wrong
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The “herd” mentality

= The threats and security issues that come with
social media aren’t usually caused by
vulnerabilities in software

= More commonly, these threats originate from
individuals who place an unwarranted amount of

“transitive trust” in the safety of these
communities



Trust?

= Users will trust something or someone because a
user they know has also expressed trust in that

person or subject
= We trust because we are curious and curiosity...




Curious? This is why! Out of date???
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Or a Big Mac!

e tate Lists
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Or bogus health information
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Do you Tweet?
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How and why?

= 700 accounts were compromised in two hours

* Victims were clicking on a link in a tweet that lured
them with the promise of chatting with a 23-year-
old woman on a Webcam

= Uh uh! That’s a no no!




They want to send us somewhere else...

Biting the hand that feeds IT
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t go there

Don’




Stay on the path that you know well!




The unknown... DO NOT TOUCH THIS!!]

WARNING! ! Quick System Scan Results

: XP antivirus Online Scanner detected
e dangerous spyware on your system!

Detected malicious programs can damage your computer and compromise
yvour privacy. Itis strongly recommended toremove them immediately.

Name Type Risk level
W Spyware.lEMonster.b Spyware CRITICAL
W Zlob.PornAdvertiser.Xplisit Spyware High

' Trojan.InfoStealer.Banker.s Trojan Medium

Remove &l | |  Ignore V




They play on our fears
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Free solution? DO NOT CLICK ON THIS!!!
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How about a new picture?

= One emerging attack on social networks, for
example, sends messages to a victim's friends that
he has updated his profile photo

= When the friends click on a link to the photo, they
are then infected, as well, and the cycle continues




Or just plain take advantage of our desire for
titillation

Hackers exploit Tiger Woods car accident to
Epread malware
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ted no time
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Tiger Woods Rachel Uchitel ([ Tiger
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!5 local time.

video: tiger woods rachel uchitel

Tiger Woods Rachel Uichitel




Life is tough but it’s tougher when you’re
stupid!
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Same old, same old

" |t's no secret that most people use the same
password over and over again for most of the
services they sign up for

= While it's obviously convenient, this becomes a
major problem if one of those services is
compromised.

= And that looks to be the case with RockYou, the
social network app maker



The sounds of silence

* To compound the severity of the security breach,
it was found that RockYou are storing all user
account data in plain text in their database,
exposing all that information to attackers

= RockYou have yet to inform users of the breach,
and their blog is eerily silent — but the details of
the security breach are going from bad to worse




Head in the sand

= The hacker responsible for the initial breach
published a small portion of the dataset he had
retrieved and was able to show that not only did
he have access to their entire database, but also
passwords were stored in the clear

=SGL Server Booaks Online
=Microsoft Data Access Component Decumentation

= Extensible Markup Language (XML} Version 2.6 Docu
w Technical Suppornt

s Microsoft Accessibility Waeb Site

=While Papers




Totally compromised
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This begs the question...

= How many people use the same password for
each and every social site?

= | would venture that a vast majority of the
32,000,000 users whose data was compromised
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Okay to trust but please verify




A healthy dose of skepticism

SKEPTICISM

. IF WE CAN DOUBT IT, THEN IT PROBABLY ISN’'T TRUE. I




Please take the time to change your privacy
options but only do so at facebook.com

and not at some duck’s site!
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Lock it down!




So, what’s the solution, Patrick?

* The decision to embrace social media technology
is a risk-based decision, not a technology-based
decision

" |t must be made based on a strong business case,
supported at the appropriate level for each
department or agency, considering its mission

space, threats, technical capabilities, and potential
benefits



Just say yes, but secure it

= The goal of the IT organization should not be to
say “No” to social media websites and block them
completely, but to say “Yes, following security
guidance,” with effective and appropriate
information assurance security and privacy
controls




A well thought out decision

= The decision to authorize access to social media
websites is a business decision, and comes from a
risk management process made by the
management team with inputs from all players,
including the CIO, CISO, Office of General Counsel
(OGC), privacy official and the mission owner




Aggressive threats

= The use of social media and the inherent
cybersecurity concerns form a complex topic that
introduces additional vulnerabilities, targeted by
an advanced threat, requiring updated sets of
controls

= Your information systems are targeted by
persistent, pervasive, aggressive threats —and
should not be glossed over
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So, have fun!




Email —an enticing vector




Aunt Marion
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Misdirection

» Last Wednesday, a number of PayChoice
customers received an e-mail warning them that
they needed to download a Web browser plug-in
in order to maintain uninterrupted access to the
portal for PayChoice's online payroll service

= The supposed plug-in was instead malicious
software designed to steal the victim's user
names and passwords

= Remember, they want to take you someplace else



So,

= |f we understand these burgeoning threats and
deploy appropriate security solutions, we can stay
a step ahead of the black hats as they target the
social networking sites




Gartner Group Quote on Security

- "Executives must get employees on
board and establish a corporate culture

that endorses security. Culture is

probably the single bl%qest influence in
an enterprise. We need to start thinking

about security as a business enabler.”

Richard Mogull, Former Security Analyst
Gartner Group



But what does that mean?

*= | am just a State employee and am not an
engineer or a technician or a programmer or a
geek!

* |I'm just sitting at my desk, talking to citizens or
other State employees

* How in the world am | threatening the State’s
network??? " T
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2 Reasons...

* You probably do not understand policies,
procedures, best practices and standards

* |f you do understand them, they are violated

because there are no consequences — the policies
are not enforced

= Who, me”?




There is a human element to all of
this, an element that is more often
than not, overlooked...




You Must Understand...

= That California is a target

= These hackers are smart, and most have
much more time to spend attacking them
than a typical system administrator can spend
defending against them




Education is Critical

= Few executives grasp the case for investing in
safeguards against hackers, worms, and the like

= Education starts at the top and works its way down
the food chain throughout the entire State

= Before any California State employee puts their
fingers on the keyboard they must understand that it
IS not computer




Survey says...

ity 2008
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Findings

= Users frequently download
unauthorized data and applications to
their work machines for personal use

= About 80 percent of employees use
their State-issued PCs for personal
email, and about half use their work
PCs for personal Web research and
online banking




Routine Behavior

= More than half of end users have changed the
security settings on their State-issued computer
to view restricted Websites, even though they

knew it was against policy




Findings

= About 35 percent say it is "none of
their employer's business" if they
have changed the security settings
on their computer

= There are still a lot of users out
there who see their issued PC as
'their' machine, and they feel they
should be able to do what they
want on it




Findings

= More than half of IT execs say
that such unauthorized activity
causes as much as 25 percent
of the data leakage in their
organizations; 16 percent say it
causes up to 50 percent

= Many users also share both
company devices and sensitive
information with others,
including colleagues, friends,
and family members




Findings

= More than 40 percent of the users said they
shared sensitive information because they felt
the need to "bounce an idea off of someone."

= About 30 percent said they felt the need to vent
and/or didn't see anything wrong with sharing
the sensitive information




Pogo was right...
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The State of Security Today:
active vs. passive




Passive...
What good is security if no one is




And try to understand the real threat!




Get an
Information Security Risk Assessment!




The Seven Deadly Sins of Network Security

Not measuring risk

Thinking compliance equals security
Overlooking the people

Too much access for too many

Lax patching procedures

Lax logging, monitoring

B 9 v bR

Spurning the K.I.S.S.



The Insider is hard to Identify




Collaborate

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM
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Do we share?

FINANCIAL

SERVICES

IS | C FINANCIAL SERVICES / INFORMATION SHARING AND ANALYSIS CENTER
About Us Membership Benefits Join FAQs Contact Us Public Announcements

The Financial Services Information Save the Dates: Oct 31 - Nov 3

Center Fall 2005 ISAC Congress
— 'J Rnra Raton Florida

ABOUT US CONTACT US

ake the FS/SAC

earn h r SAIC is no longer providing sel
For additional information regai TECH DATA  ADVANCED TECH |
the Energy ISAC Administrator, oy : - ALew reFeRe
682-8286.

For Customer Support: i . < ’ v -5 x
588-732-2812 Toll-free If you would like to con(iﬂe to p 2 L
T03-375-25689 Direct about al and cybe[ wulnel s g a 3
u to join the World ' ) T S
ISAC can be obtain . : o
-375-2822. 19 s Multi-State
ALERTCON" i

‘ . Information Sharing Analysis Center (ISAC)

ISAC Members Welcome to the Multi-State
nformation Sharing Analysis Center
alabama National Cyber Security Awareness Month
Alaska October 2005
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They certainly do!

ShmooCon 2009

Feb B - 8, Wardman Park Marriott, Washington DC, USA
CFP

News Registration Events About

v .

Welcome

Different = ShmooCon is an annual East coast hacker conventi
interesting atmosphere for demonstrating technology exploitatig
and open discussions of critical infosec issues. The first day is
Mind. The next two days, there are three tracks: Break It!, Buil

Affordable = ShmooCon is about high-guality without the high
registration discounts, and ShmooCon can be dirt cheap. Spac
last two years, so unless taking a chance on an eBay auction t
early!

Anodc Contest: Winners Announced

Bladk & White Ball: Acts R led!
Schedule Buzmmord Surviver. Reg Dpent NEW
S Speakers Coffee Wars: Call for Beans
Accessible = Well, except for our West coast friends, sorry gu  verue Berron el e
KAnvvintt Wardman Davle Hatal inat o faw atana fram tha N M Eyents/Contests EEE FC Mod: Active HEUW

Guitar Hero lll: Active
Be Prepared Hardware Hasking: Planning HEW
Fa0 Lockpicking Contasts: New Content!
Mobile Hacker Space: Ackiva NEUI
Contact tysters Challenge: Willdeard Awail.
Tuin the Bex: Active
QusarCon: Active
Seavenger Hunt: Active
The Summit Active
Warballaoning: Active HEU

lagan Contest: Call far Slagans
CRAP Drinking Game: Active
fireless Village: Active

Spotthe Fed: Always 3 go!
Toxic BBO: Slogan Contest

Badge Hacking: Announced
Beverage Cooling: Active
Clued: Active
Capture the Flag: Quals Complate
DEFCON Bots: Active
EFF FATS System: Active NEW
Farum Meet: Active
Hacker Jeopardy: Sign Up Dpen!
Leetskills Talent SIGH UP] HEW
LackPicking village: Active
Mavie Night wi DT: Active
Open CTF: Reg. Closed
Phreaking Challenge: Active
Race to Zero: Active HEW
Shytalks: Active NEUT
Sushicon: Active
Wiireless Contest: Active

DEFGON 16 was held August 8-10,2008

DEFCON 47 wiill be held July 31 - August 2, 2009
at the Riviera Hotel & Casine in Las Vegas




R . Please take a moment and
, You ca“ Clle! complete this brief survey.

Thanks!
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ETHICS & HUMOR

2084 - A Phone Odyssy & clever satire of 1984, 2001 ;. A Space Cdyssy and phreaking 2,740 bytes

TEXT

Phreakers Manual Excellent phile that explains phreaking é;t?éi"ia
ABSOLUTE Sic-Phxs Excellent tut on how to hack PBX's é:ﬂciig
ONLINE
PRIVACY

Telecoma Phreakers Encyclopedia ES;EB

m E{mjess Mice phile on Sess switching éi%gie

Hitchhikers guide to the phone system... Phreaking  Mice phile that explains a few of the newer switching 10,102

in the nineties systems, good for beginners bytes
Boxs Al the boxes, what they do, and how to use them E:ﬂczzﬁ

PBx Wulnerability analysis : Finding Hales In Your PBx Paper that explains exactly what the title says. A 171,330

Before Someone Else Does good read. bytes
w : : : : : : 124,429
Compromising Yoice Messaging Systems Describes the basics of voice mail systems (PDF) —

MERIDIAN
. Nawme  Deseription  Size

Introduction to hacking meridian switching 12,623




“No matter what kind of shop you run, Linux,

Mac or Windows, you are exposed to a
variety of security threats on a daily basis.
You have to deal with potential information

spills, security breaches and system
compromises, as well as fighting the
propensity of humans to do incredibly foolish
things.”

Linda LeBlanc
Former Gunnery Sergeant, U.S. Marine Corps



The opposing team?

= The Hackers
* Disgruntled Insiders
/__‘

* Clueless employees

= Competitors ",..

= Foreign Governments
Terror organizations




Terrorists

= There are 154 known
Terror Organizations

* They have two things in
common:

1. A visceral hatred of the
United States and our
freedoms

2. They are using the
Internet for command,
control, communications
and recruitment




Did | mention recruitment

Asia Pacific

JE TECH! IENCE HEALTH g & REAL ESTATE AUTOS

E MIDDLE

More Articles in World »

Afternoon Update

Zimes.
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G replay

\erican

Smarter busines
IMMEND: for a Smarter Plar

ISLAMARBAD, Pakistan — Inv @& TwiTTeR

Friday to question five Muslim American me o were arrested in —
n earlier this week, but it remai; nclear whether the men L

would be deported to the United States, a cesmnan for the Interior S PRINT
Ministry said.
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The Hackers




The Hacker Threat




The Tools

Q- © HR@é&G O : 2 = b9 3=

VWeb Images Groups IMNews Froogle Maps more »

CGo ugle sovancas semer

Web

Hacker Tools and Utilities

Information and advice about tools and applications commonly used to hack computer
networks and systems as well as how many of these tools can be used to ...
netsecurity about com/od/hackertools/ - 29k S

2004's Most Popular Viruses, and Hacking Tools

Here are 2004's most popular hacker tools. viruses. remote tools. adware, spyware, ... Listed
below are the most commonly used programs Hacker tools, ...
www.thenetworkadministrator.com/ftop2004hackertools.htm - 21k - I milar p S

2003 Most Popular Hacking Tools

Listed below are the most commonly used programs Hacker tools. Key Loggers, ... Hacker
tools are programs written to access a computer system using known ...

WA thenetwDrPadmlnlstratDr com/2003MostPopularHackingTools htm - 37k -

Insecure.Org - Nmap Free Security Scanner, Tools & Hacking resources
Metwork Security Tools/Software (Free Download) including Nmap Open Source Network
Securlty Scanner; Redhat Linux Microsoft Windows FreeBSD, UMNIX Hacking.
www_insecure_orgl

Astalavista

Featured news and commentary, recommended security tools and security documents., ...
WIDEDQ - Interview with Ex-Hacker Gary McKinnon - TCF' Tunnel

www_astalavista.com/ - 40k - Jul 14, 2006 - N

Amazon com: Anti-Hacker Tool Kit: Books: Keith Jones Mike Shema ...
Amazon_com: Anti-Hacker Tool Kit: Books: Keith Jones Mike Shema,Bradley Johnson by
Keith Jones.Mike Shema,Bradley Johnson.

WM. EMazZon.com/ xec/obidosftg/detail /-~/0072222824v=glance - 104k -

Wired News: Google: Net Hacker Tool du Jour

"Google, properly leveraged. has more intrusion potential than any hacking tool.” said
hacker Adrian Lamo. who recently sounded the alarm. ...

www wired com/news/infostructuref0,1377 57897 00 html - 28k - Similar p

Scripts and Hacker Tools - Downloads - Geek Library

Search our resource-rich technical library. The Metwork Tools and IT Library Portal. A
collection of security development tool tet:hmt:al manuals_

library_mobrien.com/# - 12k - C

Anti-Hacker Tool Kit 3rd Edition

Anti-Hacker Tooel Kit 3rd Edition. Understanding security tools ... As you would expect from
a book devoted to tools. the focus on the book is decidedly

www_antihackertoolkit com/ - 25k - Jul 14, 2006 -

Symaniec Security Response - Hack Tools

Tools that can be used by a hacker or unauthorized user to attack, gain unwelcome ... While
some hack tools may also be valid for legitimate purposes, ...
www.symantec_com/avcenter/security_risks/hack_tool

Results 1 - 10 of about 56,300,000 for Hacker tools. (0.24 seconds)

Sponsored Links

Saint Exploit

Integrated Penetration Testing and
Wulnerability Scanner from Saint.
www_saintcorporation_com

Catch Hackers Red-Handed
LAMNguard SELM: Intrusion Detection
via event log monitoring. Free eval
www.gfi.com

Security Analysis tool

Expose Real Security Holes MNow !
Mew Comprehensive Analysis Software
www.beyondsecurity.com




Remember, this is a global phenomenon,
it’s not just about Sacramento




Biggest Players in the Global Black Market

Russia
China
France
Israel
U.S.

....
e SN



ETS

= HangUp Team

= CNHonker

= Russian Business Network
*= Rock Phish

= /6Service

= MAAS

= Hoff is Thirsty

'
.
- , :
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Their Motivation?




Top 8 Perceived Threats

= System penetration

= Sabotage of data

* Theft of proprietary information
= Denial of service ,
= Viruses and Worms
= Unauthorized insider access
= Laptop theft

= |nsider abuse of the Internet



http://images.google.com/imgres?imgurl=http://www.worth1000.com/portfolio/photoedits/hacker.jpg&imgrefurl=http://www.worth1000.com/portfolio/default.asp?display=photoedits&h=404&w=380&sz=57&tbnid=G9tVW_Kr4s8J:&tbnh=120&tbnw=112&start=5&prev=/images?q=hacker&hl=en&lr=

System Penetration

" |tis an unfortunate
reality that you will suffer
a breach of security at
some point

= To bypass security, an
attacker only has to find
one vulnerable system
within the entire network

= But to guarantee security,
you have to make sure
that 100 percent of your

systems are invulnerable




Data Leakage:

How many instances in 20097
526 instances of

o | DEPARTMENT
individuals | | PLEASE TAKE A NUMBER
affected and ==
counting

Lots of unhappy

people

How will you be
impacted?




Public Sector

Bluegrass Community and Technical College
(Danville, KY)

Naval Hospital Pensacola, FL

School for the Physical City (New York, NY)
University Florida

Akron Children's Hospital (Akron, OH)

Eastern Kentucky University
(Richmond, KY)




Public Sector

UNC Chapel Hill (Chapel Hill, NC)

Suffolk Community College (Selden, NY)

U.S. Army Special Forces (Fort Bragg, NC)

Pitt County Memorial Hospital (Greenville, NC)
Virginia Department of Education

Bullitt County Public Schools (Shepherdsville, KY)

Roane State Community College
(Harriman, TN)




Public Sector

Chaminade University (Honolulu, HI)

National Archives and Records Administration
(College Park, MD)

Nebraska Workers' Compensation Court
(Omaha, NE)

University Medical Center (Las Vegas, NV)
Penn State (University Park, PA)



http://traveltimebusonline.com/shop/images/psb.gif

Public Sector

Salem Housing and Community Services
(Salem, OR)

Eastern lllinois University (Charleston, IL)
University of Nebraska (Omaha, NE)

Wake County Schools (Raleigh, NC)
Bushland Elementary School (Bushland TX)

University Medical Center
(Las Vegas, NV)




Public Sector Last 90 Days

Management Fierce!

ERANMENT IT NEWS BRIEFING

ME

WHAT'S HOT >> Tt

N N

GAO: DoD loses track of 72,000 combat
records Secure more with less

w

Email

Frint

Reddit
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Marketplace

Il Embed Email

Downeast Energy Suffers
Security Breach

Facehook

Find FOX23

facebook.

Latest News

« Project Implicit: Am | Racist?
* Is Your Dentist Offering Candy Buy Back?
= Corpse Flower To Bloom in Wisconsin

ESTS Izl

WORK 5 PLAY




Anatomy of an attack

» Last month, Brunswick, Maine-based heating and
hardware firm Downeast Energy & Building
Supply sent a letter notifying at least 850
customers that the company had suffered a data
breach

= Downeast sent the notice after discovering that
hackers had broken in and stolen more than
$200,000 from the company's online bank account

* The hackers gained entrance when a Downeast
employee clicked on a hyperlink in a fraudulent
email



First inkling to Downeast

= The first indications of fraud
came when Downeast’s chief
financial officer received a
phone call from a bank in Texas, |P
asking whether the company
had approved a suspicious
transfer to a local resident in
the amount of $9,800



Utilizing “Money Mules”

= Utilizing a keylogger the hackers used that access
to initiate a series of sub-$10,000 money transfers
out of the company's account to at least 20
individuals around the United States

Lo visizd \WWORK AT HOME\

ine Dsla E
Recomement
av 11
AREAT PAY !
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Western Union

* The mules are then instructed to withdraw the
cash and wire it via Western Union or Moneygram

to fraud gangs overseas, typically in Eastern
Europe

" [tis not uncommon for a single cyber robbery to
depend on the help of dozens of money mules




The Duped

= One individual who .
received the funds from &
Downeast's account
was Kenneth Durastanti,

a 24-year-old Ball, LA

resident who was

recently recruited by a

company called Entrust

Group Inc




SS5555

= Entrust Group told him they had found his resume
on Careerbuilder.com, and that Kenneth could
make thousands of dollars a month working from
home




Bogus or what?

* The company claims to be a 19-year-old brokerage
firm located in Rochester, N.Y., but there is no
listing for a company by that name in the New York
State business register

= Also, the company's Web site is hosted in China,
and its domain name -- www.entrust-groupsvc.cn

= We call that a clue
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The Internet Advertisement

* Entrust Group Inc

ABOUT US
SERVICES
NEWS
VACANCIES
OUR PARTHNERS
CONTACTS

Forgot password? Registration

07/06 /2009 - eBay Watch: Half.com
Bolsters PowerSellers

Half.com sales count toward PowerSeller
status, digital download and image display
tools, a community for eBay competitors
and a blinged-out Sharpie for sale.

Read more [

07/04/2009 - Wanted: Online
Classifieds

More major e-commerce players - and
lesser known ones - are banking on
classifieds as a viable channel for online
sales.

Read more n

em av
without ¢

more >»»

What do we Offer?
Brokerage Services




Too good too be true

= Kenneth’s mother warned him it
was too good to be true

= Entrust told Kenneth that they
wanted his bank account
number and ID so they could put
a large sum of money in his
account

= They wired a $9,589 transfer to
his account and he was directed
to send a Western Union
Moneygram to individuals in the
Ukraine

Oh My God!
My Motther Was Right
About Everything!




A moron gets lucky

* |nstead of sending the
money to the Ukraine,
he accidently sent it to
himself

= His stupidity saved him
from prosecution



Not good...

= But Patrick! It won’t happen to us!




Whether you get hacked depends...

Do you assume the posture of, “It can’t happen here.”

Do you hear, “We haven’t heard of any worm outbreaks
and all seems quiet. Why upgrade those devices?”

“We have no budget.”

lll

“We’re just hanging out in Sacramento

“They’re only going after the U.S. Government and
those really big banks.”

Then my question is, “Can you really afford to give up
data today?



Welcome to the Borderless Network




So,

= Be compliant but don’t rest on your laurels
*= Bevigilant

= Educate

= Know that you are a target

Be ready to respond



How true!

= “Every man has a plan, until he gets hit!”




Know who to call...

fi .




And in closing...




Let’s not monkey around, protect California’s
data now!




It’s up to you...

= Your policy — let’s make sure we honor our pledge
to the residents of California

tent | Footer

Home | Government | About Us | Contact Us

OCIO Headguarters

GOVERNOR - x = . .
SCHWARZENEGGER Welcome to the California Office of Information Security

Visit his Website The
STATE CIO

MARK WEATHERFORD

EF Iy

CYBER THREAT LEVEL

MS-ISAC DIGITAL DASHBOARD
GUARDED




A great plan!

California
Information

sraege | 2009

Plan

October




Thanks very much and please, no risky
behavior on State PCs!




Public Service Announcement — If you see
this man, dial 911 — do not approach alone

WANTED -




From an old U.S. Marine...

For those who have served, thanks!




